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MESLEK YUKSEKOKULU SiBER GUVENLIK PROGRAMI 2022 - 2023 OGRETiIM YILI OGRETIM PLANI (MUFREDAT)

ISTANBUL COMMERCE UNIVERSITY VOCATIONAL HIGH SCHOOL / CYBER SECURITY DEPARTMENT CURRICULUM OF 2022-2023

1. Yil / 1. Yariyil / Guiz (First Year / First Semester / Fall)

Ders Kodu |Ders ismi (Tiirkge / ingilizce) Saatler / Hours Kredi AKTS Dil Tiir On Kosul
Course Code [Course Name (Turkish / ingilizce) T U Credit ECTS Language |Type Prerequisites
GNL101 |Atatirk ilkeleri ve inkilap Tarihi 1/
Principles of Ataturk and History of Revolution 1 2 0 2 2|Tr z
GNL105 |Tark Dili 1 / Turkish Language 1 2 0 2 2|Tr Z
LNG101 |Genel ingilizce 1 3 0 3 3|En y4
MBP101 |Programlama / Programming 4 2 5 8(Tr z
MBP131 |Temel Matematik / Basic Calculus 3 0 3 4|Tr z
MSG101 |Siber Glvenlige Giris / Introduction to Cyber Security 3 0 3 5[Tr Z
MSG103 |Bilgisayar ve Ag Donanimlari / Computer Hardware and Network Devices 3 2 4 6|Tr z
GNL450 |Kariyer Planlama / Carreer Planning 2 0 2 o|Tr z
Toplam / Total 24 30
1. Yil / 1l. Yariyil / Bahar (First Year / Second Semester / Spring)
Ders Kodu |Ders ismi (Tiirkge / ingilizce) Saatler / Hours Kredi AKTS Dil Tiir On Kosul
Course Code |Course Name (Turkish / ingilizce) T U Credit ECTS Language |Type Prerequisites
GNL102 Atatiirk ilkeleri ve inkilap Tarihi 2/
Principles of Ataturk and History of Revolution 2 2 0 2 2|Tr z
GNL106 |Tirk Dili 2 / Turkish Language 2 2 0 2 2|Tr z
LNG102 |Genel ingilizce 2 3 0 3 3|En Z
MBP211 |Ag Temelleri / Basics of Computer Networks 2 2 3 5[Tr Z
MSG102 |Siber Saldiri ve Savunma Yontemleri 1 / Cyber Attack and Defense Methods 1 4 2 5 5(Tr Z
MSG104 |Veri Glvenligi / Data Security 3 2 4 7|Tr Z
MSG108 |Veri Tabani Sistemleri ve Glvenligi / Database Systems and Its Security 3 2 4 6[Tr Z
Toplam / Total 23 30
MYO190 | Yaz Staji - 1 / Practice - 1 OI 0 0 5 Tr Z
1. Yil / lll. Yanyil / Giiz (Second Year / Third Semester / Fall)
Ders Kodu |Ders ismi (Tiirkge / ingilizce) Saatler / Hours Kredi AKTS Dil Tiir On Kosul
Course Code [Course Name (Turkish / ingilizce) T U Credit ECTS Language |Type Prerequisites
MSG201 |Siber Saldiri ve Savunma Yontemleri 2 / Cyber Attack and Defense Methods 2 2 1 2,5 2(Tr z
MSG203 |[isletim Sistemlerinin Giivenligi / Security of Operation Systems 3 2 4 3|Tr z
MSG205 |Guvenlik Altyapisinin Denetimi ve Yonetimi / Audit and Management of Security Infrastru 3 1 3,5 3(Tr z
REKXXX [Universite Secmeli 1 / University Elective 1 3 0 3 2|Tr S
Program Sec¢meli 1 / Departmental Elective 1 3 5[Tr S
Program Secmeli 2 / Departmental Elective 2 3 5|Tr S
Program Secmeli 3 / Departmental Elective 3 3 5[Tr S
Program Sec¢meli 4 / Departmental Elective 4 3 5[Tr S
Toplam / Total 25 30
Il. Yil / IV. Yanyil / Bahar (Second Year / Fourth Semester / Spring)
Ders Kodu [Ders ismi (Tiirkge / ingilizce) Saatler / Hours Kredi AKTS Dil Tiir On Kosul
Course Code [Course Name (Turkish / ingilizce) T U Credit ECTS Language |Type Prerequisites
MBP204 |Yazilim Guvenligi / Software Security 2 2 3 5|Tr z
MBP231 [Bilisimde istatistiksel Analiz / Statistical Analysis on Information Technologies 2 2 3 3|Tr Z
MSG202 |Son Kullanici Glvenligi / End User Cyber Security 4 0 4 10|Tr Z
REKXXX |Universite Secmeli 2 / University Elective 2 3 0 3 2|Tr S
Program Secmeli 5 / Departmental Elective 5 3 5|Tr S
Program Se¢meli 6 / Departmental Elective 6 3 5[Tr S
Toplam / Total 19 30
MY0290 | Yaz Staji - 2 / Practice - 2 | of of o 5 |1r z
PROGRAM SEGCMELi DERSLER / DEPARTMENTAL ELECTIVE COURSES
GUz DONEMiI (Fall Semestre)
GUZ DONEMI (Fall Semester)
Ders Kodu |Ders ismi (Tiirkge / ingilizce) Saatler / Hours Kredi AKTS Dil Tiir On Kosul
Course Code [Course Name (Turkish / ingilizce) T U Credit ECTS Language |Type Prerequisites
MBP273 |Nesneye Dayall Programlama / Object Oriented Programming 3 0 3 5[Tr S
MBP277 |Python Programlama / Python Programming 3 0 3 5|Tr S
MBP283 |Sistem Programlama / System Programming 3 0 3 5|Tr S
MSG211 |Kurumsal Sistemler Guivenligi / Cyber Security of Enterprise Systems 3 0 3 5[Tr S
MSG215 |Bulut Bilisimde Siber Glvenlik / Cyber Security on Cloud Computing 3 0 3 5[Tr S
MSG217 |Ag Guvenligi / Network Security 3 0 3 5|Tr S
MSG219 |Ucgnokta Glivenligi / Endpoint Security 3 0 3 5[Tr S
MSG221 |Penetrasyon Testi ve Glvenlik A¢ig1 Analizi / Penetration Testing and Vulnerability Analysi 3 0 3 5[Tr S
MSG223 |K6tl Amach Yazilim Analizi / Malware Analysis 3 0 3 5|Tr S
MSG225 |Adli Bilisim ve Uygulamalari / Forensic Informatics and Applications 3 0 3 5|Tr S
Toplam / Total 27 45




PROGRAM SECMELi DERSLER / DEPARTMENTAL ELECTIVE COURSES

BAHAR DONEMI (Springl Semestre)

BAHAR DONEMI (Spring Semester)

Ders Kodu |Ders ismi (Tiirkge / ingilizce) Saatler / Hours Kredi AKTS Dil Tiir On Kosul
Course Code |Course Name (Turkish / ingilizce) T U Credit ECTS Language |Type Prerequisites
MBP206 |Yapay Zeka Uygulamalari / Artifical Intelligence Applications 3 1 3,5 5|Tr S
MBP272 |E-Ticaret Sistem Tasarimi / E-=Commerce System Design 3 0 3 5(Tr S
MBP274 |DevOps ve Cevik Proje Yonetimi / DevOps and Agile Project Management 3 0 3 5[Tr S
MBP276 |Sanallastirma Sistemleri / Virtualization Systems 3 0 3 5[Tr S
MBP278 |Toplam Kalite Yonetimi / Total Quality Management 3 0 3 5|Tr S
MBP284 |Windows Programlama / Windows Programming 3 0 3 5[Tr S
MSG220 |Guvenli Web Yazilimi Gelistirme / Secure Web Software Development 3 0 3 5[Tr S
MSG222 |SOME Uygulamalari / Cyber Incident Response Team Applications 3 0 3 5|Tr S
MSG224 |Bilisim Hukuku / Informatics Law 3 0 3 5|Tr S
MSG230 |Siber Guvenlik Saha Uygulamasi/ Cyber Security Field Application 3 0 3 5[Tr S
Toplam / Total 30,5 50
UNIVERSITE SECMELi DERSLERI / UNIVERSITY ELECTIVE COURSES
GUZ DONEMI (Fall Semestre)
Ders Kodu |Ders ismi (Tiirkge / ingilizce) Saatler / Hours Kredi AKTS Dil Tiir On Kosul
Course Code [Course Name (Turkish / ingilizce) T U Credit ECTS Language |Type Prerequisites
GNL112 [Sehir, Kiiltiir ve istanbul / City, Culture and Istanbul 3 0 3 2(Tr S
GNL114 |Medeniyet ve Toplum / Civilization and Society 3 0 3 2|Tr S
GNL215 |[isaret Dili / Sign Language 3 0 3 2(Tr S
GNL310 |Ticaret Yonetimi / Trade Management 3 0 3 2|Tr S
GNL311 |Ticaret Uygulamalari / Commerce Apps 3 0 3 2|Tr S
GNL314 |Osmanh Turkcesi / Ottoman Turkish 3 0 3 2|Tr S
GNL316 |Bilim Tarihi ve Felsefesi / History and Philosophy of Science 3 0 3 2(Tr S
GNL326 |Saglik Yonetimi (Bagimlilikla Miicadele) / Health Policies (Fight Against Addiction) 3 0 3 2|Tr S
GNL327 [Katilim Bankaciligi ve islami Finans/Participation Banking and Islamic Finance 3 0 3 2|Tr S
GNL328 |Gonallaluk Calismalari / Volunteering Studies 3 0 3 2|Tr S
GNL329 |Gelecek Bilimine Bakis / Future Science Evaluation 3 0 3 2(Tr S
GNL330 [insan Haklari Hukuku / Human Rights Law 3 0 3 2(Tr S
LNG121 [Almanca-1/ German-1 3 0 3 2|Tr S
LNG131 |Fransizca-1/ French-1 3 0 3 2|Tr S
LNG141 |[ispanyolca-1/ Spanish-1 3 0 3 2|Tr S
LNG151 |[Rusca-1/ Russian-1 3 0 3 2|Tr S
LNG171 |Japonca-1/ Japanese-1 3 0 3 2(Tr S
LNG181 (Cince-1/ Chinese-1 3 0 3 2|Tr S
LNG191 |italyanca-1/ Italian-1 3 0 3 2|Tr S
LNG197 |Farsca-1/ Persian-1 3 0 3 2|Tr S
LNG198 |Arapca-1/ Arabic-1 3 0 3 2(Tr S
LNG201 |Bosnakga-Hirvatca-Sirpca-1 / Bosnian-Croatian-Serbian-1 3 0 3 2(Tr S
Toplam / Total 66 44
BAHAR DONEMI (Spring Semestre)
Ders Kodu [Ders ismi (Tiirkge / ingilizce) Saatler / Hours Kredi AKTS Dil Tiir On Kosul
Course Code [Course Name (Turkish / ingilizce) T U Credit ECTS Language |Type Prerequisites
GNL112 [Sehir, Kiiltiir ve istanbul / City, Culture and Istanbul 3 0 3 2(Tr S
GNL114 |Medeniyet ve Toplum / Civilization and Society 3 0 3 2|Tr S
GNL215 |isaret Dili / Sign Language 3 0 3 2(Tr S
GNL310 |Ticaret Yonetimi / Trade Management 3 0 3 2(Tr S
GNL311 |Ticaret Uygulamalari / Commerce Apps 3 0 3 2|Tr S
GNL314 |Osmanh Turkgesi / Ottoman Turkish 3 0 3 2(Tr S
GNL316 |Bilim Tarihi ve Felsefesi / History and Philosophy of Science 3 0 3 2|Tr S
GNL326 |Saglik Yonetimi (Bagimlilikla Miicadele) / Health Policies (Fight Against Addiction) 3 0 3 2|Tr S
GNL327 [Katilim Bankaciligi ve islami Finans/Participation Banking and Islamic Finance 3 0 3 2|Tr S
GNL328 |Gonullulik Calismalari / Volunteering Studies 3 0 3 2|Tr S
GNL329 |Gelecek Bilimine Bakis / Future Science Evaluation 3 0 3 2|Tr S
GNL330 [insan Haklari Hukuku / Human Rights Law 3 0 3 2(Tr S
LNG122 [Almanca-2 / German-2 3 0 3 2|Tr S
LNG132 [Fransizca-2 / French-2 3 0 3 2|Tr S
LNG142 |[ispanyolca-2 / Spanish-2 3 0 3 2|Tr S
LNG152 |[Rusca-2 / Russian-2 3 0 3 2|Tr S
LNG172 |Japonca-2 / Japanese-2 3 0 3 2(Tr S
LNG182 |Cince-2 / Chinese-2 3 0 3 2|Tr S
LNG192 |italyanca-2 / Italian-2 3 0 3 2|Tr S
LNG202 [Farsca-2 / Persian-2 3 0 3 2(Tr S
LNG203 |Arapca-2 / Arabic-2 3 0 3 2|Tr S
LNG204 |Bosnakga-Hirvatca-Sirpca-2 / Bosnian-Croatian-Serbian-2 3 0 3 2(Tr S
Toplam / Total 66 44

En : English
Tr : Tiirkce

Z : Zorunlu Ders S : Se¢cmeli Ders




